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DETAILED ACTION 

1 . Claims 1 -1 2 are pending. 

Information Disclosure Statement 

2. The IDS submitted on 5/17/04 has been considered. An initialed copy is 
enclosed. 

Claim Rejections • 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 1 2: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 4, 8 and 12 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

5. Claims 4, 8 and 12 recite the limitation "the accumulated log-in count." There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
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applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty In the English language. 

7. Claims 1 , 5 and 9 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Chang etal. US Patent Application Publication No. 20030131110 (hereinafter Chang). 

8. As per claim 5, Chang discloses an authentication information processing device 
comprising: apparatus information acquiring module acquiring apparatus information of 
a user apparatus requesting a log-in (paragraph 28-32); log-in procedure determining 
module determining a log-in procedure to be applied to the user apparatus on the basis 
of the apparatus information (paragraphs 30, 34 and 39); log-in accepting module 
accepting a log-in operation from the user apparatus; and log-In judging module judging, 
based on the determined log-in procedure and on the accepted log-in operation, 
whether the log-in from the user apparatus is permitted or not (paragraph 34). 

9. As per claim 1 , it is a claim corresponding to claim 5, and it does not teach or 
define above the information claimed in claim 5. Therefore, claim 1 Is rejected as being 
anticipated by Chang for the same reasons set forth in the rejection of claim 5. 

10. As per claim 9, it is a claim corresponding to claim 5, and it does not teach or 
define above the information claimed in claim 5. Therefore, claim 9 Is rejected as being 
anticipated by Chang for the same reasons set forth in the rejection of claim 5. 



1 
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1 1 . Claims 1 , 2, 5, 6, 9 and 1 0 are rejected under 35 U.S.C. 1 02(e) as being 
anticipated by Sands etal. US Patent Application Publication No. 20040148526 

(hereinafter Sands). 

12. As per claims 5 and 6, Sands discloses an authentication information processing 
device comprising: apparatus infomiation acquiring module acquiring apparatus 
information of a user apparatus requesting a log-in (paragraph 68); log-in procedure 
determining module determining a log-in procedure to be applied to the user apparatus 
on the basis of the apparatus information (paragraphs 71 and 74); log-in accepting 
module accepting a log-in operation from the user apparatus; and log-in judging module 
judging, based on the detennined log-in procedure and on the accepted log-in 
operation, whether the log-in from the user apparatus is permitted or not (paragraph 
80); accumulated log-in count storing module storing an accumulated log-in count from 
the user apparatus with the accumulated log-in count related to the apparatus 
information, wherein the log-in judging module detemiines to the log-in procedure in 
accordance with the accumulated log-in count (84). 

13. As per claims 1 and 2, they are claims corresponding to claims 5 and 6, and they 
do not teach or define above the information claimed in claims 5 and 6. Therefore, 
claims 1 and 2 are rejected as being anticipated by Sands for the same reasons set 
forth in the rejections of claims 5 and 6. 
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14. As per claims 9 and 10, they are claims corresponding to claims 5 and 6, and 
they do not teach or define above the information claimed in claims 5 and 6. Therefore, 
claims 9 and 10 are rejected as being anticipated by Sands for the same reasons set 
forth in the rejections of claims 5 and 6. 

Claim Rejections - 35 USC §103 

15. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner In which the invention was made. 

16. Claims 2, 6 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Chang in view of Harris USPN 7,079.652 (hereinafter Harris). 

17. As per claim 6, the rejection of claim 5 under 35 USC 102(e) as being anticipated 
by Chang is incorporated herein. Chang does not disclose the device further 
comprising an accumulated log-in count storing module storing an accumulated log-in 
count from the user apparatus with the accumulated log-in count related to the 
apparatus information, wherein the log-in judging module determines to the log-in 
procedure in accordance with the accumulated log-in count. Harris discloses a security 
protection device, wherein a security level is assigned based on the number of login 
attempts by the user. Different security levels are associated with different login 
techniques/security techniques. Col. 4:12-50. It would be obvious to one of ordinary 
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skill in the art at the time the invention was made for the invention of Chang to further 
include an accumulated log-in count storing module storing an accumulated log-in count 
from the user apparatus with the accumulated log-in count related to the apparatus 
information, wherein the log-in judging module detennines to the log-in procedure in 
accordance with the accumulated log-in count. One would be motivated to do so for a 
more secure authentication technique by requiring more secure authentication routines 
as a result of a high number of login attempts as disclosed by Harris and as known to 
one of ordinary skill in the art. Col. 3:58-60. The aforementioned cover the limitations of 
claim 6. 

1 8. As per claim 2, it is a claim corresponding to claim 6, and it does not teach or 
define above the information claimed in claim 6. Therefore, claim 2 is rejected as being 
unpatentable over Chang in view of Harris for the same reasons set forth in the rejection 
of claim 6. 

1 9. As per claim 10, it is a claim corresponding to claim 6, and it does not teach or 
define above the information claimed in claim 6. Therefore, claim 10 is rejected as 
being unpatentable over Chang in view of Harris for the same reasons set forth in the 
rejection of claim 6. 

20. Claims 2-4, 6-8, and 10-12 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Chang in view of Watson USPN 5,475,839 (hereinafter Watson). 
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21 . As per claims 6-8, the rejection of claim 5 under 35 USC 1 02(e) as being 
anticipated by Chang is incorporated herein. Chang does not disclose the device 
further comprising an accumulated log-in count storing module storing an accumulated 
log-in count from the user apparatus with the accumulated log-in count related to the 
apparatus information, wherein the log-in judging module determines to the log-in 
procedure in accordance with the accumulated log-in count; a last log-in time storing 
module storing a last log-in time to be applied to the user apparatus with the last log-in 
time related to the apparatus information, wherein the log-in procedure judging module 
determines the log-in procedure in accordance with a period elapsed since the last log- 
in time; a security level determining module determining a security level for the user 
apparatus by referring to any one of the apparatus information, the accumulated log-in 
count and the elapsed period, wherein the log-in procedure determining means 
determines the log-in procedure in accordance with the security level. Watson 
discloses a device for securing access to a computer system, wherein the device 
determines the number of login attempts during a specified period of time, including the 
period since a last valid login, or during a particular time period; and determines a log-in 
procedure based on the number of log-in attempts during the time period, including the 
period since the last valid login, or during a particular time period. Col. 13:59-15:4. The 
greater the number of log-in attempts during the specified period of time, including the 
period since a last valid login, or during a particular time period, results in a higher 
security level by selecting a more secure means log-in procedure. Ibid. Therefore, it 
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would be obvious to one of ordinary skill in the art at the time the invention was made 
for the device disclosed by Chang to further comprising an accumulated log-in count 
storing module storing an accumulated log-in count from the user apparatus with the 
accumulated log-in count related to the apparatus infomnation, wherein the log-in 
judging module determines to the log-in procedure in accordance with the accumulated 
log-in count; a last log-in time storing module storing a last log-in time to be applied to 
the user apparatus with the last log-in time related to the apparatus information, wherein 
the log-in procedure judging module determines the log-in procedure in accordance with 
a period elapsed since the last log-in time; and a security level determining module 
determining a security level for the user apparatus by referring to any one of the 
apparatus information, the accumulated log-in count and the elapsed period, wherein 
the log-in procedure determining means determines the log-in procedure in accordance 
with the security level. One would be motivated to do so to prevent unauthorized users 
from attempting to illegally gaining access to the system by instituting higher security 
thresholds to access the system. Watson, col. 14:34-44. The aforementioned cover the 
limitations of claims 6-8. 

22. As per claims 2-4, they are claims corresponding to claims 6-8, and they do not 
teach or define above the information claimed in claims 6-8. Therefore, claims 2-4 are 
rejected as being unpatentable over Chang in view of Watson for the same reasons set 
forth in the rejections of claims 6-8. 
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23. As per claims 10-12, tliey are claims corresponding to claims 6-8, and they do 
not teach or define above the information claimed in claims 6-8. Therefore, claims 10- 
12 are rejected as being unpatentable over Chang in view of Watson for the same 
reasons set forth in the rejections of claims 6-8. 

24. Claims 3, 4, 7, 8, 1 1 and 12 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Sands in view of Watson USPN 5,475,839 (hereinafter Watson). 

25. As per claims 7 and 8, the rejection of claims 5 and 6 under 35 USC 102(e) as 
being anticipated by Sands is incorporated herein. Sands does not disclose the device 
further comprising a last log-in time storing module storing a last log-in time to be 
applied to the user apparatus with the last log-in time related to the apparatus 
information, wherein the log-in procedure judging module determines the log-in 
procedure in accordance with a period elapsed since the last log-in time; and a security 
level determining module determining a security level for the user apparatus by referring 
to any one of the apparatus information, the accumulated log-in count and the elapsed 
period, wherein the log-in procedure detemiining means determines the log-in 
procedure in accordance with the security level. Watson discloses a device for 
securing access to a computer system, wherein device determines the number of login 
attempts during a specified period of time, including the period since a last valid login, or 
during a particular time period; and determines a log-in procedure based on the number 
of log-in attempts during the time period, including a periods since the last valid login, or 
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during a particular time period. Col. 13:59-15:4. The greater the number of log-in 
attenipts during the specified period of time, including the period since a last valid login, 
or during a particular time period, results in a higher security level by selecting a more 
secure means log-in procedure. Ibid. Therefore, it would be obvious to one of ordinary 
skill in the art at the time the invention was made for the device disclosed by Chang to 
further comprising a last log-in time storing module storing a last log-in time to be 
applied to the user apparatus with the last log-in time related to the apparatus 
information, wherein the log-in procedure judging module determines the log-in 
procedure in accordance with a period elapsed since the last log-in time; and a security 
level determining module determining a security level for the user apparatus by referring 
to any one of the apparatus information, the accumulated log-in count and the elapsed 
period, wherein the log-in procedure detemriining means determines the log-in 
procedure in accordance with the security level. One would be motivated to do so to 
prevent unauthorized users from attempting to illegally gaining access to the system by 
instituting higher security thresholds to access the system. Watson, col. 14:34-44. The 
aforementioned cover the limitations of claims 7 and 8. 

26. As per claims 3 and 4, they are claims corresponding to claims 7 and 8, and they 
do not teach or define above the information claimed in. claims 7 and 8. Therefore, 
claims 3 and 4 are rejected as being unpatentable over Sands in view of Watson for the 
same reasons set forth in the rejections of claims 7 and 8. 
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27. As per claims 1 1 and 12, they are claims corresponding to claims 7 and 8, and 
they do not teach or define above the information claimed in claims 7 and 8. Therefore, 
claims 1 1 and 12 are rejected as being unpatentable over Sands in view of Watson for 
the same reasons set forth in the rejections of claims 7 and 8. 

Conclusion 

28. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See enclosed PTO 892. 

Communications Inquiry 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jung W. Kim whose telephone number is 571-272-3804. 
The examiner can normally be reached on M-F 9:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding tlie status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status infonnation for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




Jung Kim 
Examiner 
AU 2132 
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